TONHEA (T < D FE

ZKPEIFDI\Y > 1

ZKPOEIREIC LTz & E[CHA XNARE KRB R EDBHRTHERBMENETID TSR,

ChatGPT(CLEBFRZ/F> TES DTz,
hash

J\wZ B8R ZKPEIFEIX b REOHUSE

BESRRE ZKPTODERFAI

SHA-256 IEH(CHLY (~25000constraints) & EBICHEL ZkEVM (EHEIEERD) . zk-SNARK (FERIER)
Keccak(SHA-3) JFH(CEULY (~20000constraints) Tororas IEBCHBN zkEVM, zkSync, PolygonzkEVM

Blake2s =L\ (~8000~10000constraints) & Bsn ZKEVM%, Aztec

Pedersen $2E (~500~2000constraints) v (ECEEDD) iR Zcash (Sapling) . TornadoCash

MiMC &L\ (~200~500constraints) JER(CRIE 2R (HE(CHKTF)  Aleo. StarkWare, zkLLVM

Poseidon IER(TERL (~100~300constraints)  t¥# (JISA—FEFtHD) BL (ZKPEET) Circom. Halo2. zkSync. Aztec

Rescue €LY (~200~400constraints) h = STARK-basedsystems (5l : Winterfell)
Baby Jubjub

TEMBEROEFT, Ethereum M EIP (CEHT< B, Pedersen Hash ZAN TS EE(CHTE 2.
https://duckduckgo.com/?q=circomlib+pedersen+babyjubjub&t=newext&atb=v441-1&ia=web

> —4 B A% Data Availability. DA
ChatGPT

L2DIREZ BB S Db ICHBRT —IN . #HTETICXARRMRETS D &.
DED. [CTOWBINELMMEENEZ] EFRTDLITRL, ZTORMERZT—IHDHENTNINESHHENDNET,

LNTUL\S &Z 3D Commitment Transaction Dk S1I2EDH.
EANIC LT ICEALTHL

ARL—H—, =Y — TIh—)\— ULA¥—
zkRollupDIERRIDIEE]E(ChatGPTL D).
Zt_L-—% —(Operator)
LUF BB DHBIIZERS
> —4 >4 —(Sequencer)
RS2 HO2 3 D DIEFEREL. Bz FEDHDRE.
7' JL—)\—(Prover)

RAEZ B (CXF I D+ZKEIEBA (zkSNARK/ZKSTARK) &4 9 D1&E!.

UL~ 17— (Relayer) ¥35&(Ck>T
Proveri¥ 4% U T3 % Ethereum (X5 9 D182,

iden3

ZkSNARK (D5
Tornado Cach 5T (LB YRS hUMS fork LTLVE,
ithub.com/iden3

LIRURRMNI 2R, SRIBGRORMIRDT, "web3" #/zL VAL T "iden3” & LIzdDhY.

CIRCOM & SNARKJS

Design your arithmetic circuit and write
your circuit using circom ————* Use your own code

—» Use our safe templates

Compile the circuit to get a low-level representation (R1CS)

$ cir i rcom --ri
Use snarkjs to compute your witness
$ snarkj ulat.
-=input input.
Generate a trusted setup and get your zk-SNARK proof
kjs setup

$ snarkjs p

Validate your proof or have a smart-contract validate it!

iden3/circom
https://github.com/iden3/circom
ZkSNARKDEIFEAI> /1S,
EEBADSERE circom T, #E5RFE .circon (LD

iden3/circomlib

https://github.com/iden3/circomlib
circomS-1JS U, JRD circonlibjs &RHELOT(N,
This repository contains a library of circuit templates.
iden3/circomlibjs
https://github.com/iden3/circomlibjs
JavaScriptS 1 IS, B0 circonlib ERHELRTL,
proof > witness DB (CfEONSD.
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circomlibjs is a Javascript library that provides programs to compute the witness of several circuits of circomlib.
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iden3/snarkjs

https://github.com/iden3/snarkjs



